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ABSTRACT 

In Software Defined Infrastructure (SDI), virtualization techniques 

are used to decouple applications and higher-level services from 

their underlying physical compute, storage, and network resources.  

The approach offers a set of powerful new capabilities (isolation, 

encapsulation, portability, interposition), including the formation 

of a software-based, infrastructure-wide control plane for 

orchestrated management. In this position paper, we identify 

opportunities for revisiting ongoing cybersecurity challenges using 

SDI as a powerful new toolset.  Benefits of this approach can be 

broadly utilized in public, private, and hybrid clouds, data centers, 

enterprise computing, IoT deployments, and more.  The discussion 

motivates the research challenge underlying VMware’s partnership 

with the National Science Foundation to fund novel and 

foundational research in this area.  Known as the NSF/VMware 

Partnership on Software Defined Infrastructure as a Foundation 

for Clean-Slate Computing Security (SDI-CSCS), the jointly 

funded university research program is set to begin in the fall of 

2017.      
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1 INTRODUCTION 

As adversaries and attacks on cyber infrastructure evolve in 

sophistication and complexity, more capable tools are needed for 

security functions like risk assessment, infrastructure monitoring, 

intrusion detection, data loss protection, malware defense, security 

policy and configuration management, incident response, and so 

on.   

The growing sophistication of attacks is reflected in the notion 

of so-called cyber “attack chains” or “killchains” which model 

malicious behavior as a calculated sequence of staged actions. In 

the original Hutchins et al. model [11], an intrusion kill chain 

includes seven distinct stages of activity: reconnaissance 

(identifying targets), weaponization (malware preparation), 

payload delivery to a target device, exploitation of a vulnerability 

by malicious code, installation of a Trojan or backdoor, command 

and control established with the remote attacker, and actions on 

objective where attackers leverage the attack for such purposes as 

data exfiltration, continued lateral compromises, destructive 

actions, setting up a ransom demand, and so on.   

The December 2013 attack on 2000 Target point-of-sale (PoS) 

systems [10] provides a vivid illustration of such multi-stage 

sophistication.  Leading up to the theft of 40 million credit card 

numbers (11 GB of data), attackers used information from Google 

and Microsoft search to understand Target’s vendor support 

infrastructure.  By embedding malware in a document, they 

gained access to this infrastructure through a refrigeration vendor.  

After stealing login credentials, attackers used a web portal and 

then an administrative application to move within Target’s 

enterprise network.  A vulnerable domain controller provided 

access to PoS systems where malware was distributed by an 

update process. After establishing a channel to an external server, 

data was stolen as cards were swiped.  In fact, the sequence was 

even more complex than this brief summary, illustrating the 

potential sophistication of today’s security threats on a compute 

infrastructure.      

Unfortunately, modern approaches to infrastructure security 

suffer from several major weaknesses that continue to make them 

vulnerability to such attacks. First is the problem of solution 

fragmentation.  A large number of security solutions exist in the 

marketplace to address security in various contexts and at various 

levels of infrastructure layering -- network access control (NAC) 

appliances, intrusion detection/protection systems (IDS/IPS), data 

loss prevention (DLP) solutions, firewalls, anti-virus and anti-

spyware software, web content filtering, and more. While 

covering a gamut of security concerns, such systems fail to 

operate in a coordinated manner across an infrastructure, 

identifying anomalous behaviors that share a common source, 

aggregating and correlating information to recognize multi-stage 

attacks, and responding to what might appear to be isolated 

attacks in an orchestrated manner across the infrastructure. 

Another key problem is the semantic gap between high-level 

security goals and low-level controls.  The configuration of 

security mechanisms often involves extensive low-level detail, for 

example, delineating the firewall rules on a particular appliance in 

the network or modifying an access control list on a NAC 

appliance.  The low-level complexity of such configuration makes 

it difficult to align controls across a layered stack or to realize 

infrastructure-wide security policies. A related problem is poor re-

configurability.  Instead of agile and coordinated changes in 

infrastructure security configuration as they are needed in 

response to a threat, configuration tends to remain static because 
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of the human labor involved, the difficulty of coordinating such 

changes across an infrastructure, and the difficulty of debugging 

potential errors.  As such, security mechanisms tend to be 

statically placed within the infrastructure and infrequently 

reconfigured.      

Software Defined Infrastructure (SDI) [1][2][3][4][5][6] has 

emerged in recent years as an approach to provisioning and 

managing compute infrastructure in a data center, an enterprise 

compute cluster, or a public or private cloud deployment.  In 

essence, SDI is an architectural approach that uses virtualization 

to decouple applications and higher-level services from their 

underlying physical compute, storage, and network resources.  

Abstractions are used to generalize infrastructure capabilities 

across hardware instances and to create application and service 

deployment paradigms (e.g., virtual machines, containers) that are 

highly flexible and scalable.  Overall, the paradigm offers a way 

to manage the complexity of scaled infrastructure, to orchestrate 

configuration in advantageous ways, and to make management 

highly programmable. 

In this position paper, we argue that SDI opens a whole new 

range of possibilities in cybersecurity defense from the analysis of 

dynamic threats to moving target defenses to fast-acting and 

adaptive response to intrusion.  SDI provides new tools and 

insights on how security could be more agile and context-driven 

than ever before, and how orchestration and programmability can 

be leveraged to make cybersecurity defenses much more 

powerful. We argue that the SDI toolset warrants a rethinking of 

many cybersecurity challenges in light of a more capable toolset. 

2 SOFTWARE DEFINED INFRASTRCTURE 

In Software Defined Infrastructure (SDI), virtualization 

techniques are used to decouple applications and higher-level 

services from their underlying physical compute, storage, and 

network resources.  The approach offers a set of powerful 

capabilities that may be seen as building blocks for security 

approaches that exploit the properties of virtualization and the 

infrastructure-wide control plane that is enabled. 

At its core, virtualization (i.e., hardware virtualization) 

involves the insertion of a software layer between hardware and 

system or application layers.  Interactions with the underlying 

hardware are then mediated by this new software layer which may 

emulate the underlying hardware architecture in a transparent 

way, or abstract it to offer a simplified execution framework. 

  

 

Figure 1: Basic SDI virtualization architecture. 

A number of SDI features and advantages follow directly from 

the properties of virtualization.  These include:  

 

 Encapsulation.  Applications and associated system software 

running as a guest can be encapsulated as a self-contained 

object.  (Enables snapshotting and cloning.) 

 Portability.  Decoupled from hardware and encapsulated, 

guests can be run on any hardware instance across the 

infrastructure. (Enables migration.) 

 Isolation.  Guests sharing physical resources run in their own 

execution environment are prevented from accessing 

resources under use by another guest. (Enables protection.) 

 Interposition.  Virtualization software is positioned between 

a physical resource and a guest user.  (Enables multiplexing, 

system call mappings, data flow transformations, etc.)   

 

Other SDI capabilities follow from the opportunity to apply 

coordinated control of virtualized hosts through the use of a 

software defined control plane. That is, a software management 

entity may be created (akin to a controller in SDN) which 

communicates with and controls the virtualization software layer 

installed on hardware instances throughout the infrastructure.  At 

the control layer, infrastructure pooling abstractions and other 

types of management paradigms can be used to manipulate the 

entire infrastructure in orchestrated ways.  For instance,  

 

Figure 2: SDI control plane. 

the control plane may be leveraged to deploy a new application 

service by cloning a guests software stacks with a particular 

configuration and strategically placing them throughout the 

infrastructure.  As service demand increases or decreases, 

additional service instances may be added or the number of 

service instances reduced dynamically.  

For our purposes, the SDI control plane offers the following 

key features: 

 

 Dynamic control. A management agent can provision new 

applications, move them throughout the infrastructure, and 

manipulate infrastructure in arbitrary ways and in real time. 
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 Programmability.  Management software can be 

programmed to use the control plane in a wide variety of 

ways, and leverage automation at many levels. 

 Orchestrated management.  Centralized management using 

an infrastructure-wide control plane can be used to 

coordinated and orchestrate actions (e.g., configuration).  

 

It was mentioned above that SDI applies virtualization to all 

three technical domains if an infrastructure: compute, storage, and 

networking.  The above discussion emphases the compute domain 

in which hypervisors decouple systems and application software 

from underlying server hardware. In the storage domain, 

virtualization may be used to abstract physical storage media both 

to hide complexity (e.g., distributed or heterogeneous physical 

media) and to implement desirable features (e.g., clustering, 

redundancy, encryption).  Abstraction may also simplify 

application and systems software APIs.  In the network domain, 

virtualization leverages software defined networking techniques to 

virtualize networks over a shared connectivity and switching 

infrastructure.  Configured networks are logically isolated from 

one another and managed by programmable network devices and 

coordinating controller agents.  A more complete discussion of 

these technologies is beyond the scope of this discussion. 

3 CYBERSECURITY OPPORTUNITIES 

Given the sophistication of modern adversaries and attacks as 

described in the opening of this position paper, how might SDI 

provide new opportunities to rethink cybersecurity defenses?  In 

this section, we describe some of the new cybersecurity 

capabilities that we believe emerge from SDI building blocks and 

how they might be useful in developing more powerful cyber 

defenses.  Each represents a rich area for exploration though our 

treatment here will be necessarily brief. 

 Infrastructure-wide analytics. SDI, with its orchestrated 

management and infrastructure-wide control plane, makes 

possible the pooling of analytics data across an infrastructure in a 

way that is more comprehensive and revealing than today’s state-

of-the-art or prior approaches. Analytics from compute, storage, 

and networking domains can be correlated for a more complete 

understanding of infrastructure state and normal patterns of usage.  

Analytics can be correlated from different parts of the 

infrastructure topology, and from different layers of the 

infrastructure (hardware, system software, middleware 

communications, application services).  Analytics can be used to 

model normal workload and device operation, and to identify 

anomalous behavior anywhere across the entire infrastructure, 

going beyond key perimeter points where security appliances are 

often positioned in today’s cybersecurity defenses. This offers a 

powerful set of tools for identifying emerging threats or attacks, 

for comprehending their scope within the infrastructure, and for 

developing triggered handling mechanisms.     

Contextual information and monitoring. The interposition 

property of virtualization makes it a powerful tool in observing 

the behavior of SDI applications and services, and in building a 

robust notion of the behavioral context for a given application 

workload.  As the virtualization layer mediates interaction with 

physical resources (e.g., CPU, memory, NIC, storage devices, IO 

ports), it can learn patterns of usage and use modeling techniques 

to infer when particular actions are unexpected for a given 

workload or service context.  Fine-grained monitoring techniques 

(e.g., VM introspection, network packet inspection) allow SDI 

management software to develop a sophisticated notion of 

application behavioral context and to attach this information to 

workload instances using the underlying control plane.  Context 

information can be used to define security policies and guide the 

allocation of access privileges or capabilities to an application 

service within the infrastructure. 

Isolation. The interposition property of virtualization, along 

with an infrastructure-wide control plane, provide the tools for 

implementing strong isolation boundaries between applications 

sharing the same infrastructure.  For example, memory usage by 

guests sharing the same compute platform can be physically 

isolated by the virtualization layer which maintains separate page 

tables under the covers.  In network virtualization, application 

flows can be assigned to different virtual networks which operate 

as if they are on different physical networks. These strong 

isolation capabilities, operating on a common physical 

infrastructure, offer a toolset for a wide range of cybersecurity 

defenses and best practices.  For instance, strong isolation may be 

used to maintain data integrity and privacy, to multiplex compute 

resources in a secure way, to quarantine suspicious application 

processes or network flows, to implement special precautions for  

risky applications types or sensitive data flows, to implement 

malware containment policies, to diffuse distributed denial of 

service (DDoS) attacks, and more.       

Global orchestration. SDI’s infrastructure-wide control plane 

and logically centralized management makes possible orchestrated 

approaches to cybersecurity that were previously difficult or 

impossible to achieve.  Global orchestration can be used to enable 

visibility and control over lateral movement of attacks within an 

infrastructure.  It makes possible a coordinated response to a 

distributed intruder or threat, isolating portions of a network, 

modifying access policy to storage, migrating application services 

to a new virtual network, implementing containment strategies, 

and so on.  Global orchestration enables data tracking and loss 

protection frameworks across a complex infrastructure with many 

application services.  Malware detection schemes can be 

coordinated with network defense, access control, and incident 

response subsystems.  Attestation mechanisms can be employed 

across an infrastructure to implement distributed trust.     

Programmability. SDI approaches to compute infrastructure 

offer programmatic control and flexibility at a variety of levels, 

and in a ways that could significantly enhance both automation 

and “intelligence” in cybersecurity defenses.  The software 

control plane enables programmatic control over security policy 

and implementation, for example, the creation and maintenance of 

firewall rules, access control policies, virtual network 

configuration, malware detection configuration, intrusion 

monitoring points, and so on.  Software-based management 
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approaches also open the door for the sophisticated use of data 

analytics, machine learning, and context monitoring to more 

closely tailor security policy and mechanism to changing 

infrastructure state, and to make security defense mechanisms 

more dynamic.  

High-level policy specification. Finally, SDI addresses the 

aforementioned problem of the semantic gap between high-level 

security goals and low-level controls by providing a flexible, 

software-based control paradigm that can address both.  That is, 

software-based frameworks may be developed that translate or 

“compile” high-level policy abstractions to low level 

configuration, and do so in an orchestrated way.  Consider once 

again the management of firewall rules across the infrastructure.  

Using SDI, high-level policy surrounding a distributed service can 

be translated into specific firewall rules on particular hosts and 

virtual appliances programmatically and deployed using control 

plane mechanisms built into the network. The automated 

framework handles the complexity of such configuration and 

ensures that controls are aligned across a layered stack in order to 

realize infrastructure-wide policies. Policies can be modified in an 

agile and coordinated manner across the infrastructure, also 

providing test and debug facilities as needed in staged testing 

environments.      

3.1 Illustrating SDI Security Capabilities  

In this section, we illustrate how SDI capabilities might be 

applied to infrastructure cybersecurity using several case studies.  

Our intention is to suggest and illustrate what is possible rather 

than develop particular approaches in detail.   

One opportunity for applying SDI capabilities to cybersecurity 

defenses lies in the area of least privilege execution. SDI offers 

fine-grained control over infrastructure resource provisioning and 

monitoring, including development of context models that 

describe expected application behavior.  For instance, a given 

workload may be provisioned with several server instances for 

executing application tasks, storage resources for associated data 

and persistent state, and networking resources for 

communications. As part of the provisioning process, 

management software uses information on workload requirements 

and context to offer resource configurations (e.g., system 

software, runtime privilege levels, network access, specific 

storage capabilities) tailored to the expected behavior of the 

application service.  By offering only the required execution 

environment, SDI prevents the potential misuse of infrastructure 

capabilities (e.g., network or storage resources) in unexpected 

ways. Management software could, furthermore, add policy 

additions to a global cybersecurity framework that monitors 

infrastructure behavior, handles elastic provisioning and resource 

allocation decisions, implements hierarchical configuration 

management, selects among data analytics models, and so on.    

Another area illustrating the application of SDI capabilities to 

cybersecurity defenses might be in the area of behavior-based 

anomaly detection.  As noted previously, SDI makes possible 

application and service behavior monitoring at different layers and 

across domains.  At the compute level, SDI offers fine-grained 

observations of resource usage (CPU, memory, network IO, 

system calls) which, when coupled with network monitoring and 

storage monitoring, enables the development of well-defined 

models of application or service workload behavior.  This 

includes the behavior of highly distributed applications which, for 

example, may exchange data in complex ways, utilize other 

distributed services, or execute in short-lived, highly parallel 

ways.  Whatever the application paradigm, orchestrated SDI 

capabilities can facilitate the modeling of application behavior 

from learned profiles, and then use these models to identify 

anomalous behavior.  Models could take into account elastic 

scaling, diurnal workload patterns, the underlying distributed 

execution framework, and many other factors as they grow in 

sophistication. Anomalous behavior, when identified, could lead 

to orchestrated alert and scanning actions that exercise further 

monitoring capabilities, apply infrastructure partitioning and 

stricter isolation, and trigger application-defined actions.  Overall, 

anomaly detection could exploit SDIs visibility into the behavior 

of highly distributed applications and perhaps further make use of 

application supplied information on workload characteristics. 

Dynamic resilience strategies represent another area of 

opportunity for applying SDI capabilities to cybersecurity 

defense. Moving target defense could be implemented using SDI 

resource migration capabilities, and through dynamic 

reconfiguration.  This includes changing virtual network 

configuration, the migration of application services across 

hardware resources, and changing resource and monitoring 

configurations.  Adaptive response may be programmed into the 

management and control infrastructure and triggered by events 

(e.g., a network intrusion or anomalous workload behavior), a 

perceived threat (e.g., network traffic that suggests a DoS attack), 

or by an global policy directive. Such responses may reconfigure 

the infrastructure to isolate an intruder, migrate a flow to a 

honeypot network, or apply any number of containment actions. 

Attack mitigation schemes may be parameterized to adapt to a 

wide range of scenarios, applying learning to understand the scope 

and vectors of an attack and addressing mitigation using the 

prominent vector.  The dynamic control and orchestrated 

management offered by SDN enable a real-time and coordinated 

response to threats that reaches beyond current solutions.  

Finally, we believe the application of SDI capabilities to 

cybersecurity could enable more robust notions of trust across an 

infrastructure.  Leveraging an infrastructure-wide control plane 

and a variety of underlying hardware mechanisms, software 

integrity measurements and attestation methods [12] could be 

widely applied to insure that application services can provide 

evidence of their trustworthiness.  For instance, attestation 

mechanisms could be implemented throughout an infrastructure to 

insure that application instances and underlying system software 

on which or within which they execute are trusted.  This includes 

attestation between an application stack and the underlying virtual 

platform on which software is hosted.  SDI frameworks could 

offer attestation features that prove to an interacting user or device 

that an application service and its underlying stack can be trusted, 

that each component service within a multi-service application 
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can be trusted, that applications involved in the end-to-end 

management of their sensitive data are trustworthy, and that 

software managing cryptographic secrets under the covers is 

trustworthy.  The application of trusted computing techniques and 

technologies within this sphere also addresses the question of how 

to secure SDI control and management software.  That is, trusted 

computing mechanisms can be used to establish the integrity and 

trustworthiness of SDI management software as a trusted 

computing base for an infrastructure. 

4 NSF/VMware Partnership 

The challenge of rethinking cybersecurity using SDI as a 

powerful new toolset underlies the public-private partnership 

between the National Science Foundation and VMware.  In 2016, 

VMware collaborated with the NSF to develop a jointly funded 

university research program entitled the NSF/VMware 

Partnership on Software Defined Infrastructure as a Foundation 

for Clean-Slate Computing Security (SDI-CSCS). 

In the NSF proposal solicitation [13], the research program 

states as a hypothesis that, “software defined infrastructure (SDI) 

enables realistic opportunities to revisit and improve the 

foundation of end-to-end computing security”.  Researchers in the 

program are later asked to “systematically explore and identify the 

full potential of SDI as a new foundation for clean-slate 

computing security.”  We believe that two important notions 

within this challenge are foundation and clean-slate.  As stated in 

the solicitation, the research challenge acknowledges that SDI (as 

a foundation) represents a whole new paradigm or solution space, 

and not an isolated technique for implementing cybersecurity 

defenses.  Similarly, clean-slate implies that SDI approaches 

provide an opportunity to rethink cybersecurity solutions rather 

than merely extend or apply existing approaches. 

Finally, we note that while discussion throughout this position 

paper has assumed the context of an enterprise data center or 

cloud installation, the research program acknowledges that the 

SDI architectural approach is broadly applicable.  For instance, 

SDI approaches to cybersecurity may apply to such single domain 

infrastructure contexts as an enterprise, a data center, a public or 

private cloud, a smart building, or an IoT device cluster.  It could 

also apply to cross-domain infrastructure environments like 

hybrid clouds (public-private), multi-site enterprises, smart cities, 

complex IoT architectures, and telecommunication deployments. 

Jointly funded university research is set to begin in the fall of 

2017 and includes principal investigators from Carnegie Mellon 

University, Texas A&M, University of Texas (Dallas), University 

of North Carolina (Chapel Hill), University of Colorado 

(Boulder), and Clemson University. 

5 SUMMARY 

In Software Defined Infrastructure (SDI), virtualization techniques 

are used to decouple applications and higher-level services from 

their underlying physical compute, storage, and network resources.  

In this position paper, we have identified opportunities for 

revisiting ongoing cybersecurity challenges using SDI as a 

powerful new toolset.  As part of the discussion, we have described 

both virtualization and SDI capabilities, including a programmable 

control plane that can be used for orchestrated management. 

Benefits of this approach can be broadly utilized in public, private, 

and hybrid clouds, data centers, enterprise computing, IoT 

deployments, and more.  The discussion motivates the research 

challenge underlying VMware’s partnership with the National 

Science Foundation to fund novel and foundational research in this 

area.  Jointly funded university research is set to begin in the fall of 

2017. 
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